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Identity Management in Healthcare 

 
 
 

As the healthcare IT landscape becomes increasingly more complex, governed by 
regulation, and dependent upon methods for streamlining the ways in which clinical and 
non-clinical healthcare workers provide accurate and timely services to the patient 
population, so too do the demands placed upon the healthcare IT departments to provide 
adequate solutions.  Unfortunately, few IT projects tend to make life easier for both the 
end-users and for the people implementing and supporting the initiative.  Too often, a 
project that improves process for clinical staff with minimal time to spare during their 
days can become an administrative burden to an already stretched IT staff.  Conversely, 
IT-sponsored initiatives tend to have a more direct positive impact upon the workload of 
the IT staff, with little to no visibility or recognition outside of the IT department’s doors.  
Add in the inherent requirements to protect patient privacy without fail, maintain 
accountability and audit-ability of all PHI (Protected Health Information) access, all 
while maximizing the ability of the facility to treat its patients, and it becomes evident 
that IT initiatives in healthcare rarely can effectively benefit all parties involved. 
 
Despite all that, there is, however, an implementation that can: 

·  greatly reduce labor overhead and helpdesk calls 
·  almost completely eliminate a major source of frustration, .i.e. the abundance 

and disparity of credential sets required in today’s healthcare IT environment 
·  help reduce the amount of time spent by clinical staff away from their patients 

in front of a PC 
 
This solution set is not a new concept, but with a - healthcare-specific concentration, it 
becomes an extremely attractive solution for healthcare IT, staff and administration.  This 
solution is Identity Management (IDM) and it is one of the hottest topics in healthcare IT 
today. 
 
What is Identity Management? 
Ask an average healthcare IT professional to define IDM for you and you will likely hear 
answers such as ‘single sign-on’ or perhaps ‘password management’.  While these 
definitions aren’t wholly inaccurate, they are grossly incomplete.  IDM is not merely one 
‘thing’ or idea or concept.  The healthcare industry model for IDM has grown to 
incorporate five major components that together provide a comprehensive IDM solution 
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set.  Each ‘module’ can exist independently and any combination or permutation of these 
five pieces can legitimately be termed an IDM solution; however, correctly implementing 
and integrating all five components creates a wonderful mesh of abilities, features, and 
benefits. 
 
Single sign-on is perhaps the most recognizable piece of the IDM puzzle.  Single sign-on 
is the amalgamation of multiple username/password credential sets into one unifying set 
of credentials.  There are myriad ways to facilitate this mechanism, but ultimately the end 
user is unburdened from having to remember multiple username and password 
combinations for different applications.  By passing an initial credential verification 
process, be it by providing a traditional username/password set or by using biometric, 
token, smart card or proximity card systems, the user then transparently ‘unlocks’ any 
and all other single sign-on enabled applications for use.  Behind the scenes a software 
agent will serve as intermediary between the user’s credential entry method and the 
credential store (a repository where the user’s main credential set is securely paired up 
with any and all applicable secondary credential sets) to securely and transparently 
identify the necessary credential set needed for a given application, and to then pass on 
the proper set of credentials so the user does not have to.  Of course, not all applications 
are single sign-on aware out of the box, nor are all applications on an enterprise-wide 
level necessarily positioned to have the same password policies (if any).  IDM vendors 
provide the necessary tools and methodologies for dealing with these differences and 
homogenizing the user’s login process. 
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For a user to be able to self-enroll (create a new user/password credential set if none 
exists for a permitted application) or to self-service their password sets (reset an expired 
or forgotten password) is a terrific luxury and is measurably beneficial to maintaining 
uninterrupted workflow, both for the users involved and for the helpdesk.  Password 
management is the term given to the piece of the IDM pie that relates to the manipulation 
of credential sets, either by the IT staff, or by the users themselves.  It is well-established 
that helpdesk calls pertaining to resets, lockouts and other password-related issues are 
one of the costliest expenses in terms of both time and resources to an IT department.  
Being able to manually unlock their own accounts, reset expired or forgotten passwords, 
or self-register in new applications brings a level of freedom and independence to the 
user, while freeing the helpdesk up to attend to other necessary tasks. 
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Being able to sign-on with one credential set and self-service one’s password is all well 
and good, but how do all of these accounts get created in the first place?  User 
provisioning is a facet of IDM that can help to automate both the user account creation 
and decommissioning processes.  Healthcare may in fact be the industry in which the 
greatest number of disparate systems and application sets need to coexist.  Accounts 
typically are created manually, one at a time, by application specialists, each most often 
working independently of one another.  Now, extrapolate this idea a bit and realize that in 
a typical hospital there might be ten, fifteen, or more different credential sets that need to 
be requested, reviewed, approved, and finally provisioned.  Provisioning a new user’s 
complete set of credentials can literally take weeks.  On the reverse side of the coin, how 
do all of these credentials get handled when a user leaves?  Or transfers?  Or changes 
roles?  In an ideal world, all enterprise and application accounts would be able to be 
disabled, deleted, by one action.  And of course, you’d better make sure that you disable 
their swipe card, proximity badge, and their remote VPN access immediately.  User 
provisioning is a comprehensive set of workflow and interface tools that, once 
implemented, can almost completely automate the process, from request for, through to 
deletion of, user accounts across directories, systems and applications, and in many cases, 
even integrate into building management and security systems.  Provisioning in a 
traditional sense pertains to the initial creation of accounts and applicable application 
access for users (be they employees, clients, vendors, or contractors). In the context of the 
comprehensive IDM model, it also most certainly applies to resources outside of the ‘data 
network’ purview such as phone systems, pager and mobile devices, directory listings, 
etc.  Case studies have reported that a ‘typical’ hospital can improve upon a provision 
process that took weeks and streamline it to literally hours with effective user 
provisioning integration.  User provisioning is in fact the most complex part of IDM, but 
suffice it to say that significant rewards can be gained when user provisioning is 
implemented correctly in an appropriate environment. 
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Being able to maintain strict privacy and confidentiality and being able to audit and 
verify all accesses of PHI data is absolutely critical in healthcare today.  With the 
stringent regulations now placed upon healthcare institutions this necessity has come to 
the forefront of nearly every healthcare-specific piece of software today, and the IDM 
realm is no exception.  Privacy protection and auditing is the fourth core component of a 
healthcare-specific IDM solution.  For an IT department to be able to centrally manage, 
monitor, and report upon all electronic patient record access is absolutely vital for 
maintaining regulatory compliance.  IDM vendors in healthcare are also enabling much 
more granular reporting capabilities so not only is the patient information more closely 
guarded, but IT is able to report upon such areas of interest as who logged in, when they 
logged in, what applications they used, whose patient records were reviewed, etc. 
 
The final core component of the healthcare-specific IDM solution is what is commonly 
referred to as context management.  Typically, context management leverages the HL7 
standard CCOW (Clinical Context Object Workgroup) protocol to allow for 
informational passing of ‘subjects’ (most commonly patient, user, encounter or instance) 
between disparate CCOW-compliant applications running on a single machine.  
However, current implementations of the technology can perform similar functionality in 
the absence of CCOW.  Regardless, used in conjunction with single sign-on, context 
management is a very powerful and useful tool for the healthcare professional. 
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As a relatively simple example, a clinical user can log into a CCOW-compliant 
application running on a client device, e.g. an EMR system, and pull up a specific patient 
record.  If the same user proceeds to open a second CCOW-compliant application on the 
same client device (pharmacy this time, for instance), the single sign-on software agent 
on the local device will verify, lookup and pass correct credentials to the new application, 
eliminating the need for the user to log into the pharmacy application.  Next, the context 
management piece of the IDM suite will facilitate the population of the pharmacy system 
with the information that pertains to the current patient being viewed in the EMR system 
(the assumption is that if the user is reading a record of a specific patient in EMR, he or 
she is most likely looking for data on the same patient in any additional applications they 
are using).  The context management system can also allow for focus changes within one 
application to dynamically affect other CCOW-compliant applications currently running 
within the user’s session.  In the example above, if the patient of interest was changed in 
either application, the context management interface would recognize the change, and 
populate the same patient focus change in all other applicable applications.  This is a very 
simplified explanation, and in this example only is relevant for CCOW-compliant 
applications.  For applications that are not fully CCOW-compliant (i.e., a great 
percentage of applications currently in production at healthcare sites) context 
management vendors provide custom interfacing tools and services to make legacy and 
not fully-compliant applications behave very closely to fully CCOW-compliant 
applications.  After user provisioning, context management is the most complicated, 
technical, and difficult piece of the IDM puzzle to successfully integrate.  Thorough 
understanding and investigation of the applications themselves, the workflow processes 
surrounding these applications, and a fairly in-depth base of programming knowledge is 
required to effectively interface non-compliant applications into a useable state for 
context management purposes. 
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So many vendors, so many different approaches. How to choose? 
While the five main tenets of IDM in and of themselves are not terribly complicated as 
concepts, the reality of successfully planning and integrating a comprehensive solution is 
far from simple or straightforward.  Proper identification of the goals the facility wishes 
to attain with an IDM implementation, the ability to integrate with existing applications 
and infrastructure, the ability to phase in the IDM project as necessary, and the ability to 
work within budgetary constraints are all key factors to a successful project.  As an IDM 
initiative travels from idea, to budgeted project, to kickoff, to completion, these mileposts 
come one after another in rapid succession.  A solid understanding of the requirements 
and goals pertaining to an IDM initiative is critical to selecting the appropriate 
solution/product offering from the appropriate vendor.  Industry leaders in the healthcare 
IDM field are relatively difficult to pin down exactly; the field is still relatively new, no 
two vendors do IDM the same way, nor do any companies, save one, provide all five 
components of a comprehensive IDM solution.  Some are generalists, some are 
healthcare-specific; all are vying to become the de facto healthcare IDM solution 
provider. 
 
As the sizes and focus areas of these companies differ greatly, so too do their primary 
philosophies on how best to go about achieving a comprehensive IDM solution set.  
There are several competitors whose approach is to try and incorporate as many of the 
pieces of an IDM solution into their offerings, while other companies take the tact of 
focusing on one or two components of IDM exclusively and in doing so striving to 
become the industry leader in the chosen area(s).  Some IDM providers specialize in the 
healthcare market and therefore know the intrinsic necessities and challenges involved 
with a healthcare-specific solution, while some of the larger companies whose focus is 
not primarily healthcare might not have such insights.  Other factors such as the 
‘openness’ of the vendor, how much or how well the vendors are willing to integrate and 
cooperate with other competitors to craft the best solution for your environment, whether 
or not interfaces and customizations are written in proprietary or in standard languages, 
and even the particular methodologies of directory services interaction all can factor 
heavily into vendor selection.  Understanding the similarities and differences and the 
positive and negative effects these differences can have upon your final implementation 
must be thoroughly considered and carefully understood in order to select the most 
appropriate vendor(s) to fulfill your needs. 
 
The following is a brief listing of the more visible and well known IDM vendors in the 
current marketplace.  This alphabetical listing, while by no means comprehensive, gives 
you an excellent starting point from which to begin your vendor search: 
 

·  Carefx™ 
·  Citrix® 
·  Computer Associates/CA™ 
·  Courion® 
·  Healthcast 
·  Imprivata® 
·  Microsoft® 
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·  Novell 
·  Sentillion® 

 
Strategy Crafting 
As with most enterprise-wide IT initiatives, an IDM initiative is a lengthy, complex and 
sometimes difficult process.  Paramount to success is first being able to identify a 
comprehensive planning and implementation strategy.  Through interviews, surveys and 
education sessions the IDM implementation team should be able to effectively educate 
executive and management groups on the different facets of IDM and the abilities, 
inabilities, rewards and challenges of each.  Not every environment or scenario will lend 
itself to implementing all the pieces of IDM, and it should be the primary goal during the 
strategy phase of the project to establish the business and institutional drivers behind the 
IDM initiative, and then to reference these drivers to each individual component of IDM 
separately to determine the necessity of each component to the whole of the project and 
its requirements.  In many cases, it will be established that certain pieces of a complete 
IDM solution might not be able to justify themselves for inclusion in a given environment 
or budget.  Using this information as a guide, a list of the specific IDM components 
applicable to the project can be crafted. 
 
Next, the specific priority and sequence of installation for each IDM component needs to 
be identified.  Developing a comprehensive roadmap of where you are going and the 
pieces needed to get there will be extremely beneficial to both your vendor selection and 
deployment planning processes, and developing a matrix of prioritized components with 
considerations for vendors, sites, departments and other influential factors will give you a 
very useful ‘big picture’ reference point by which to guide the rest of the project. 
 
Now it’s time to take your roadmap matrix and develop an appropriate deployment 
strategy.  A methodology would need to be crafted that lowers risk, provides an initial, 
high-visibility, positive result (as with nearly any initiative, first impressions count the 
most), and that lays the foundation for subsequent facets of the solution to be rolled out 
and adopted throughout the facility or system.  Deploying your IDM solution by 
component (probably single sign-on and password management first, usually followed by 
context management and then finally user provisioning), may be most appropriate.  Each 
component rollout can be further broken-down on a department-by-department or a 
clinical versus non-clinical staff basis to achieve maximum effectiveness.  For a large 
system that is made up of multiple facilities, a region-by-region approach that also 
incorporates a selective and ordered IDM component rollout as a subset of each region 
may make the most sense.  Smaller facilities could certainly enact an identical 
methodology, just on a reduced scale.  Actual implementation strategies can and will vary 
to extraordinary degrees with each and every facility. 
 
With the list of IDM components you need to provide and a fairly robust implementation 
plan in hand, it’s now time to collect all of your data and begin to focus in on a core 
group of vendors for consideration.  Of course, no project ever gets off the ground 
without appropriate budgetary considerations, so now is the time to also make sure the 
vendors you are targeting are also going to be able to keep you within the constraints of 
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the project budget.  Properly aligning prospective vendors and their relative costs within 
the framework of your budget is paramount to keeping the endeavor under or as close to 
budget as possible.  It is critical to ensure that your initial list of vendor candidates 
contains selections that can meet your implementation and budgetary requirements. 
 
Evaluation and Selection 
Now is the time to begin looking at the details and specifics of the installation project.  
Developing a comprehensive list of requirements for properly implementing IDM may 
involve non-IDM specific considerations such as are there inherent infrastructure issues 
in the existing environment (directory services, DNS, core routing and switching, etc.) 
that may affect the IDM implementation?  Big-picture planning is over, it’s time to get 
down to the brass tacks and flesh out any and all details that are going to impact your 
implementation and develop appropriate methodologies for dealing with them.  With 
these details and the previously-defined needs, goals and requirements collected, the next 
step is to craft comprehensive proof-of-concept, test, and acceptance plans that will fulfill 
all of the established project goals and requirements. Make sure to clearly identify 
empirical metrics by which you can critically weigh one vendor and product component 
against another.  Knowing the end goal of the project is more important than how you are 
going to go about reaching it at this point in the initiative, so with that in mind it is 
imperative this proof-of-concept definition is extremely detailed and accurate. 
 
Many facilities adopt and hold a ‘best of breed’ vendor selection philosophy, while some 
adopt a ‘sole source’ stance, and yet others can vacillate between these two strategies 
depending on the details of the initiative.  Determining the facility’s stance up front is 
critical to crafting and steering the proposed solution through to fruition.  If the facility is 
strictly of a ‘sole source’ mind, and it has been determined that all the components of 
IDM are necessary to achieve all the stated requirements, then based solely on these 
criteria, vendor selection is as simple as calling Sentillion, as they are the only company 
who can do it all under one umbrella.  Likewise, if the ‘best of breed’ methodology is 
taken, and the facility absolutely must have context management, then with almost 100% 
certainty, Carefx will be onboard to provide context management services, with other 
vendors lined up to assume the other capabilities needed.  Some facilities might wish to 
leverage existing relationships with, and infrastructure from, companies such as CA, 
Citrix or Novell, and that can, and should be, adopted into the proposed solution.  It is 
critical to understand that there is no one ‘right’ IDM solution for all implementations.  
Flexibility, an ability to listen to and interpret the needs and desires of the facility, and the 
ability to work with varied solutions from multiple vendors are some of the most 
important factors in selecting an implementation partner for an IDM initiative. 
 
Once a vendor philosophy and component set have been identified, critical functionality 
and features of each IDM component deemed necessary that are offered by the vendors 
need to be compared closely to find the best matches for each component.  Each vendor’s 
solution will differ from their competitors’, and it can be the minutiae of these differences 
that can make or break a product’s applicability to a particular environment.  All input 
must be correlated and studied and then accurately compared to the inherent capabilities 
of the solutions in question to determine the best overall solution for the situation.  The 
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list of features and abilities are much too numerous to list comprehensively, but for each 
of the four main areas, here are perhaps some of the more evident: 
 
User Provisioning: 

·  Ability to integrate with single sign-on and password management products 
·  Ability to allocate rights by role 
·  HR system compatibility for automated hire/fire/transfer/role or title change 

notice 
·  Detailed tracking of approval processes 

 
Single Sign-On: 

·  Ability to integrate with different enterprise directory stores 
·  Support for healthcare-specific applications 
·  Support for industry standard biometric, proximity card, and other multi-

factor authentication products 
·  Support for fast user switching at a local and/or domain level 

 
Password Management: 

·  Support for different password policies between applications 
·  Support for self-service reset & password change 
·  Support for auto-generation of secondary passwords 

 
Context Management: 

·  Ability to integrate with non CCOW-compliant applications 
·  Ability to integrate with third party IDM components 

 
Based on the data gleaned from all of the planning up to this point, initial vendor 
selection, proofs of concept and final vendor selection would follow.  It is of the utmost 
importance to stage proofs of concepts in lab environments that mirror production 
environments as closely to 100% as is practical.  All major clinical, financial and office 
production applications that have been identified as candidates for inclusion into the IDM 
initiative need to be comprehensively tested and verified by the people that work on the 
applications on a daily basis.  Upon completion of the proofs of concept, a final vendor 
candidate should be fairly evident. 
 
Once you have identified the components needed, and pared down the vendor list to your 
final candidate(s), contract negotiations can take place. Some facilities like to have an 
experienced integration partner at the negotiations table alongside them to guide them 
through the process; other facilities prefer to handle this endeavor themselves.  Either 
way, it’s nonetheless another important milestone on the way to project completion.  
Concurrently with these negotiations, your detailed implementation strategy plan should 
be starting to take shape as well.  While this truly is a discrete phase of the overall 
project, it should be progressing parallel with the actual negotiations, as you will want to 
use the negotiations to influence to help steer the actual implementation plan as well as 
the allocation of vendor-supplied attention and resources. 
 



Confidential Page 11 10/13/2008 

Implementation 
The implementation phase of a project of this size is certainly more complex than simply 
installing some software and calling it finished.  Project management comes to the 
forefront now, as there are numerous considerations and project threads that all need to 
be tamed and directed properly.  Besides the tasks and points covered previously, 
additional jobs to be completed include: 

·  Designing an appropriate workflow process 
·  Developing any customized wrappers or connectors to interface with non-

standard applications 
·  Directory services integration 
·  Developing methodologies for pushing applicable software and agents out to 

client devices 
·  Final testing, validation and acceptance plans 
·  Continuing live support after the go-live 

 
What are the critical IDM success factors? 
Clearly, the most important success factor with all large initiatives, IDM included, is to 
accurately and correctly identify, communicate and plan accordingly to achieve the 
correct goals for the right reasons.  This is accomplished through comprehensive 
interviews, meetings, and education seminars to make sure that all sides of the initiative, 
management, end users, and implementers are all on the same page striving for the same 
end result.  Clear and open communication is the single most important factor in this 
critical phase of the project, but one that is often stressed too little.   
 
Crafting appropriate testing, acceptance and deployment plans is also of paramount 
criticality.  Identifying key IDM components, appropriate vendors and product offerings, 
and performing full compatibility testing with all applicable applications and systems are 
additional key factors that must be performed correctly in order to achieve success.  
Planning considerations for phasing in the IDM components appropriately with an aim to 
achieve an initial positive ‘big bang’ impact to garner administrative and user acceptance 
is also of the utmost importance. 
 
It is additionally necessary to maintain a big-picture view of the initiative; as with nearly 
any other large initiative, an IDM implementation will certainly have its rough spots.  It 
is key to remember that the end result is going to pay handsome dividends in some of the 
most important areas of healthcare IT: it will make a direct positive impact upon patient 
care, it will help ease the ‘electronic burden’ placed upon clinical staff, and it will create 
a direct positive impact upon the help desk and IT as a whole as support calls related to 
password issues will decline markedly. 
 
The real, tangible end results of a successful and comprehensive IDM implementation 
should read something like this:  

·  Complete user provisioning can be accomplished in a length of time that is a 
fraction of the comparable process from the pre-IDM days (user provisioning) 

·  Lower volume of password-related helpdesk calls (single sign-on and 
password management) 
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·  Users that are no longer burdened with multiple credential sets in order to 
access multiple applications (single sign-on) 

·  Users that can unlock and reset their own accounts if/when needed (password 
management) 

·  Clinical users can save significant amounts of precious time by leveraging 
fast-user switching and context management functionalities (single sign-on 
and context management) 

·  Increased patient safety (maintaining patient context between applications) 
·  Decommissioning of user accounts can be automated for the purpose of 

enhancing security and for the reduction of IT overhead 
·  Regulatory compliance 

 
Extrapolated a bit further, these benefits come down to two significant areas of impact 
upon the healthcare facility: they can improve the quality and quantity of patient care and 
they help keep the employees working efficiently. 
 
Summary: 
As the demands placed upon healthcare staff to effectively deal with increased patient 
populations while still maintaining efficient, accurate and timely delivery of service grow 
continually, it is a critical need for many healthcare facilities to integrate clinical, 
financial and workflow solutions that allow for a larger percentage of clinicians’ time to 
be spent actually treating patients and not be lost on administrative tasks.  An effective 
and appropriate Identity Management solution is an initiative that can have the utmost 
‘bang for the buck’ in today’s healthcare market.  Clinicians save significant amounts of 
time normally spent in front of a computing device doing entry or review and can harvest 
this newly available time to devote more attention to patient care.  Non-clinical users also 
can leverage IDM to solve many of the ubiquitous and costly password and account-
related issues that would normally require a call to the helpdesk to resolve.  The 
Information Technology Department makes out on several fronts.  A decline of overall 
help desk traffic will enable the staff to be more responsive to the remainder of the calls 
and tickets it receives.  Furthermore, IT can take advantage of IDM to streamline and 
automate the user provisioning and decommissioning processes, adding extra levels of 
security and end-user satisfaction to the facility, while at the same time freeing up 
application specialists from having to manually run through the account creation process 
endlessly.  And finally, IT can also leverage the enhanced security and auditing 
capabilities to ensure compliance with the stringent healthcare information protection 
regulations that are required today. 
 
IDM is complex; it is complicated; it is difficult to implement correctly and effectively.  
It can also produce a marked positive impact on both patient care and the financial 
bottom line.  It is a solution that is necessary to help level out the direct clinician-patient-
interaction versus clinical-administrative-overhead equation in many of today’s 
healthcare facilities.  To create the proper expectations and goals, to develop the correct 
strategies for vendor selection and implementation, and to properly and appropriately 
integrate and support an IDM solution requires an extensive base of knowledge and 
experience found in a technology provider such as Vitalize Consulting Solutions.  We 
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know Identity Management; we bring a vast amount of healthcare-specific technology 
consulting expertise to the table, and we can help your facility craft a successful and 
fruitful IDM integration solution. 
 
If you would like more information on Identity Management and the services that 
Vitalize Consulting Solutions, Inc. has to offer, please contact us at our Corporate Offices 
610-444-1233 or vcs@getvitalized.com.  We are also always available on our website 
www.getvitalized.com. 
 
Use of this document and the contents are VCS Intellectual Property and strictly for use 
by Vitalize Consulting Solutions, Inc. clients.  VCS Confidential 2008. 
 


