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Identity Management in Healthcare

As the healthcare IT landscape becomes increasmgig complex, governed by
regulation, and dependent upon methods for streamglthe ways in which clinical and
non-clinical healthcare workers provide accurate tmely services to the patient
population, so too do the demands placed upondhkhtare IT departments to provide
adequate solutions. Unfortunately, few IT projd¢etsd to make life easier for both the
end-userandfor the people implementing and supporting thedtive. Too often, a
project that improves process for clinical staffrwininimal time to spare during their
days can become an administrative burden to aadylrstretched IT staff. Conversely,
IT-sponsored initiatives tend to have a more dipaditive impact upon the workload of
the IT staff, with little to no visibility or recagtion outside of the IT department’s doors.
Add in the inherent requirements to protect patgivacy without fail, maintain
accountability and audit-ability of all PHI (Proted Health Information) access, all
while maximizing the ability of the facility to tat its patients, and it becomes evident
that IT initiatives in healthcare rarely can effeely benefit all parties involved.

Despite all that, there is, however, an implemenathat can:
- greatly reduce labor overhead and helpdesk calls
almost completely eliminate a major source of fiatgtn, .i.e. the abundance
and disparity of credential sets required in toddgalthcare IT environment
help reduce the amount of time spent by clinicaif way from their patients
in front of a PC

This solution set is not a new concept, but witrhaalthcare-specific concentration, it
becomes an extremely attractive solution for health IT, staff and administration. This
solution is Identity Management (IDM) and it is aofethe hottest topics in healthcare IT
today.

What is Identity Management?

Ask an average healthcare IT professional to defié for you and you will likely hear
answers such as ‘single sign-on’ or perhaps ‘pastw@anagement’. While these
definitions aren’t wholly inaccurate, they are glgsncomplete. IDM is not merely one
‘thing’ or idea or concept. The healthcare indystiodel for IDM has grown to
incorporate five major components that togethevigea comprehensive IDM solution
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set. Each ‘module’ can exist independently andamgbination or permutation of these
five pieces can legitimately be termed an IDM solithowever, correctly implementing
and integrating all five components creates a wdaotmesh of abilities, features, and
benefits.

Single sign-on is perhaps the most recognizableepoé the IDM puzzle. Single sign-on
is the amalgamation of multiple username/passwgdeantial sets into one unifying set
of credentials. There are myriad ways to fac#itidtis mechanism, but ultimately the end
user is unburdened from having to remember multisername and password
combinations for different applications. By pagsan initial credential verification
process, be it by providing a traditional userngrassword set or by using biometric,
token, smart card or proximity card systems, thex tleen transparently ‘unlocks’ any
and all other single sign-on enabled applicatiansite. Behind the scenes a software
agent will serve as intermediary between the usgedential entry method and the
credential store (a repository where the user'siraedential set is securely paired up
with any and all applicable secondary credentitd)de securely and transparently
identify the necessary credential set needed pven application, and to then pass on
the proper set of credentials so the user doekawa to. Of course, not all applications
are single sign-on aware out of the box, nor drapdlications on an enterprise-wide
level necessarily positioned to have the same pasispolicies (if any). IDM vendors
provide the necessary tools and methodologiesdalirty with these differences and
homogenizing the user’s login process.

IDENTITY MANAGEMENT COMPONENT OVERVIEW
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For a user to be able to self-enroll (create a ngev/password credential set if none
exists for a permitted application) or to self-seevtheir password sets (reset an expired
or forgotten password) is a terrific luxury andrisasurably beneficial to maintaining
uninterrupted workflow, both for the users invoheaaad for the helpdesk. Password
management is the term given to the piece of tiM Hie that relates to the manipulation
of credential sets, either by the IT staff, or bg tisers themselves. It is well-established
that helpdesk calls pertaining to resets, lockants other password-related issues are
one of the costliest expenses in terms of both &intkresources to an IT department.
Being able to manually unlock their own accourgsget expired or forgotten passwords,
or self-register in new applications brings a levielreedom and independence to the
user, while freeing the helpdesk up to attend beiohecessary tasks.

IDENTITY MANAGEMENT COMPONENT OVERVIEW

@  Password Management

° resetfaccount unlock
1
Uszer accesses p ord | Uls-s:rl ml s“?n:; DEITMNE:
self-service sy=stemn via: ‘ I R e Pt ‘ gueﬂium&muﬁ
= Web e S

button on loginwindow | [ .. .. . = a?g':;rdtrﬂn corectvio
~ telephone |‘ ke ) | . .

€  Resetrassword

- . =T | PE==—— |
User dtemms to ..J i B by g [ry— |
authenticate and = =
forgets pasmnmrd L .h - — 2
oLE milis User is pemitted to Crbmpt. [ "
expired.

change password(s) and " -
unlock account )

Confidential Page 3 10/13/2008



° Fassword policies & synchronization
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Being able to sign-on with one credential set alfiservice one’s password is all well
and good, but how do all of these accounts getedda the first place? User
provisioning is a facet of IDM that can help to@utate both the user account creation
and decommissioning processes. Healthcare magcirbé the industry in which the
greatest number of disparate systems and applica¢its need to coexist. Accounts
typically are created manually, one at a time, jpliaation specialists, each most often
working independently of one another. Now, exttafeothis idea a bit and realize that in
a typical hospital there might be ten, fifteenpwre different credential sets that need to
be requested, reviewed, approved, and finally gromed. Provisioning a new user’s
complete set of credentials can literally take veee®n the reverse side of the coin, how
do all of these credentials get handled when aleages? Or transfers? Or changes
roles? In an ideal world, all enterprise and aggtion accounts would be able to be
disabled, deleted, by one action. And of course,d/better make sure that you disable
their swipe card, proximity badge, and their remMN access immediately. User
provisioning is a comprehensive set of workflow ameérface tools that, once
implemented, can almost completely automate thegssy from request for, through to
deletion of, user accounts across directoriesesystand applications, and in many cases,
even integrate into building management and sgcsysgtems. Provisioning in a
traditional sense pertains to the initial creabbaccounts and applicable application
access for users (be they employees, clients, vendiocontractors). In the context of the
comprehensive IDM model, it also most certainlylegsgoto resources outside of the ‘data
network’ purview such as phone systems, pager astalendevices, directory listings,

etc. Case studies have reported that a ‘typicapltal can improve upon a provision
process that took weeks and streamline it to lifeheours with effective user

provisioning integration. User provisioning isfact the most complex part of IDM, but
suffice it to say that significant rewards can baengd when user provisioning is
implemented correctly in an appropriate environment
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Being able to maintain strict privacy and confidality and being able to audit and
verify all accesses of PHI data is absolutely @aitin healthcare today. With the
stringent regulations now placed upon healthcasgtutions this necessity has come to
the forefront of nearly every healthcare-specifecp of software today, and the IDM
realm is no exception. Privacy protection and toglis the fourth core component of a
healthcare-specific IDM solution. For an IT depaent to be able to centrally manage,
monitor, and report upon all electronic patienorecaccess is absolutely vital for
maintaining regulatory compliance. IDM vendordgalthcare are also enabling much
more granular reporting capabilities so not onlthis patient information more closely
guarded, but IT is able to report upon such aréagerest as who logged in, when they
logged in, what applications they used, whose patecords were reviewed, etc.

The final core component of the healthcare-spetifid solution is what is commonly
referred to as context management. Typically, &inmhanagement leverages the HL7
standard CCOW (Clinical Context Object Workgroumtpcol to allow for

informational passing of ‘subjects’ (most commopétient, user, encounter or instance)
between disparate CCOW-compliant applications mgpien a single machine.

However, current implementations of the technology perform similar functionality in
the absence of CCOW. Regardless, used in conumaiith single sign-on, context
management is a very powerful and useful toolliertiealthcare professional.

Confidential Page 5 10/13/2008



As a relatively simple example, a clinical user tagninto a CCOW-compliant
application running on a client device, e.g. an E8Rtem, and pull up a specific patient
record. If the same user proceeds to open a s€eGaV-compliant application on the
same client device (pharmacy this time, for instédnthe single sign-on software agent
on the local device will verify, lookup and passrect credentials to the new application,
eliminating the need for the user to log into thagnacy application. Next, the context
management piece of the IDM suite will facilitalte tpopulation of the pharmacy system
with the information that pertains to the curreatignt being viewed in the EMR system
(the assumption is that if the user is readingcanat of a specific patient in EMR, he or
she is most likely looking for data on the samegoatin any additional applications they
are using). The context management system carabidso for focus changes within one
application to dynamically affect other CCOW-corapli applications currently running
within the user’s session. In the example abdubgi patient of interest was changed in
either application, the context management intertaculd recognize the change, and
populate the same patient focus change in all @pplicable applications. This is a very
simplified explanation, and in this example onlyetevant for CCOW-compliant
applications. For applications that are not f@g@OW-compliant (i.e., a great
percentage of applications currently in productbhealthcare sites) context
management vendors provide custom interfacing tadsservices to make legacy and
not fully-compliant applications behave very clgsi fully CCOW-compliant
applications. After user provisioning, context ragement is the most complicated,
technical, and difficult piece of the IDM puzzledoccessfully integrate. Thorough
understanding and investigation of the applicatittvesnselves, the workflow processes
surrounding these applications, and a fairly intddgase of programming knowledge is
required to effectively interface non-compliant Bggttions into a useable state for
context management purposes.

Confidential Page 6 10/13/2008



So many vendors, so many different approaches. How choose?

While the five main tenets of IDM in and of themsad are not terribly complicated as
concepts, the reality of successfully planning ewtelgrating a comprehensive solution is
far from simple or straightforward. Proper ideictition of the goals the facility wishes
to attain with an IDM implementation, the ability integrate with existing applications
and infrastructure, the ability to phase in the IPhject as necessary, and the ability to
work within budgetary constraints are all key fasttw a successful project. As an IDM
initiative travels from idea, to budgeted projeotkickoff, to completion, these mileposts
come one after another in rapid succession. Alsolderstanding of the requirements
and goals pertaining to an IDM initiative is créldo selecting the appropriate
solution/product offering from the appropriate vendindustry leaders in the healthcare
IDM field are relatively difficult to pin down exdg; the field is still relatively new, no
two vendors do IDM the same way, nor do any congsrsave one, provide all five
components of a comprehensive IDM solution. Soraeganeralists, some are
healthcare-specific; all are vying to become théadé&o healthcare IDM solution
provider.

As the sizes and focus areas of these companfies gitatly, so too do their primary
philosophies on how best to go about achievingnapcehensive IDM solution set.
There are several competitors whose approachtig &md incorporate as many of the
pieces of an IDM solution into their offerings, Whother companies take the tact of
focusing on one or two components of IDM exclugnaahd in doing so striving to
become the industry leader in the chosen are&@ne IDM providers specialize in the
healthcare market and therefore know the intrinsicessities and challenges involved
with a healthcare-specific solution, while somehaf larger companies whose focus is
not primarily healthcare might not have such inggtOther factors such as the
‘openness’ of the vendor, how much or how well\ikadors are willing to integrate and
cooperate with other competitors to craft the lsesition for your environment, whether
or not interfaces and customizations are writteproprietary or in standard languages,
and even the particular methodologies of direcsanyices interaction all can factor
heavily into vendor selection. Understanding tin@larities and differences and the
positive and negative effects these differencesheare upon your final implementation
must be thoroughly considered and carefully undeibsin order to select the most
appropriate vendor(s) to fulfill your needs.

The following is a brief listing of the more visébnd well known IDM vendors in the
current marketplace. This alphabetical listingjlerby no means comprehensive, gives
you an excellent starting point from which to begour vendor search:

Carefx™

Citrix®

Computer Associates/CA™
Courion®

Healthcast

Imprivata®

Microsoft®
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Novell
Sentillion®

Strateqgy Crafting

As with most enterprise-wide IT initiatives, an IDMtiative is a lengthy, complex and
sometimes difficult process. Paramount to sucisefisst being able to identify a
comprehensive planning and implementation stratddyough interviews, surveys and
education sessions the IDM implementation team Ishoei able to effectively educate
executive and management groups on the differeetsaof IDM and the abilities,
inabilities, rewards and challenges of each. Netgenvironment or scenario will lend
itself to implementing all the pieces of IDM, andhould be the primary goal during the
strategy phase of the project to establish thenlegsiand institutional drivers behind the
IDM initiative, and then to reference these driviergach individual component of IDM
separately to determine the necessity of each coaemido the whole of the project and
its requirements. In many cases, it will be esshleld that certain pieces of a complete
IDM solution might not be able to justify themsedvfer inclusion in a given environment
or budget. Using this information as a guidestadf the specific IDM components
applicable to the project can be crafted.

Next, the specific priority and sequence of insti#dn for each IDM component needs to
be identified. Developing a comprehensive roadofaphere you are going and the
pieces needed to get there will be extremely beraétio both your vendor selection and
deployment planning processes, and developing exnwditprioritized components with
considerations for vendors, sites, departmento#met influential factors will give you a
very useful ‘big picture’ reference point by whitdhguide the rest of the project.

Now it’s time to take your roadmap matrix and depedn appropriate deployment
strategy. A methodology would need to be crafted bowers risk, provides an initial,
high-visibility, positive result (as with nearly yamitiative, first impressions count the
most), and that lays the foundation for subseqtaaets of the solution to be rolled out
and adopted throughout the facility or system. 1Bg@pg your IDM solution by
component (probably single sign-on and passwordagement first, usually followed by
context management and then finally user provisighimay be most appropriate. Each
component rollout can be further broken-down orpasttment-by-department or a
clinical versus non-clinical staff basis to achienaximum effectiveness. For a large
system that is made up of multiple facilities, gio@-by-region approach that also
incorporates a selective and ordered IDM comporaluut as a subset of each region
may make the most sense. Smaller facilities coetthinly enact an identical
methodology, just on a reduced scale. Actual imgletation strategies can and will vary
to extraordinary degrees with each and every fgcili

With the list of IDM components you need to provate a fairly robust implementation
plan in hand, it's now time to collect all of yodata and begin to focus in on a core
group of vendors for consideration. Of courseprmect ever gets off the ground
without appropriate budgetary considerations, s@ isathe time to also make sure the
vendors you are targeting are also going to betalkeep you within the constraints of
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the project budget. Properly aligning prospectigadors and their relative costs within
the framework of your budget is paramount to kegpie endeavor under or as close to
budget as possible. It is critical to ensure yloatr initial list of vendor candidates
contains selections that can meet your implemematnd budgetary requirements.

Evaluation and Selection

Now is the time to begin looking at the details apédcifics of the installation project.
Developing a comprehensive list of requirementpfoperly implementing IDM may
involve non-IDM specific considerations such astaere inherent infrastructure issues
in the existing environment (directory services, &)Nore routing and switching, etc.)
that may affect the IDM implementation? Big-pi&yolanning is over, it's time to get
down to the brass tacks and flesh out any andeddiild that are going to impact your
implementation and develop appropriate methodofofpiedealing with them. With
these details and the previously-defined needds gmal requirements collected, the next
step is to craft comprehensive proof-of-concest, tnd acceptance plans that will fulfill
all of the established project goals and requirdmeviake sure to clearly identify
empirical metrics by which you can critically weighe vendor and product component
against another. Knowing the end goal of the gtagemore important than how you are
going to go about reaching it at this point in ithéative, so with that in mind it is
imperative this proof-of-concept definition is extrely detailed and accurate.

Many facilities adopt and hold a ‘best of breedhder selection philosophy, while some
adopt a ‘sole source’ stance, and yet others caillata between these two strategies
depending on the details of the initiative. Detiing the facility’s stance up front is
critical to crafting and steering the proposed sofuthrough to fruition. If the facility is
strictly of a ‘sole source’ mind, and it has beetedmined that all the components of
IDM are necessary to achieve all the stated renuaérgs, then based solely on these
criteria, vendor selection is as simple as calegtillion, as they are the only company
who can do it all under one umbrella. Likewisahe ‘best of breed’ methodology is
taken, and the facility absolutely must have conteanagement, then with almost 100%
certainty, Carefx will be onboard to provide conteanagement services, with other
vendors lined up to assume the other capabiligeslad. Some facilities might wish to
leverage existing relationships with, and infrastuwe from, companies such as CA,
Citrix or Novell, and that can, and should be, @ddpnto the proposed solution. Itis
critical to understand that there is owe ‘right’ IDM solution for all implementations.
Flexibility, an ability to listen to and interprite needs and desires of the facility, and the
ability to work with varied solutions from multipleendors are some of the most
important factors in selecting an implementatiortiex for an IDM initiative.

Once a vendor philosophy and component set haveitlentified, critical functionality
and features of each IDM component deemed necefsrgre offered by the vendors
need to be compared closely to find the best matfireeach component. Each vendor’'s
solution will differ from their competitors’, andl ¢an be the minutiae of these differences
that can make or break a product’s applicabilitg fparticular environment. All input
must be correlated and studied and then accuredeipared to the inherent capabilities
of the solutions in question to determine the bestall solution for the situation. The
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list of features and abilities are much too numeraulist comprehensively, but for each
of the four main areas, here are perhaps someaahtre evident:

User Provisioning:
Ability to integrate with single sign-on and passd/aanagement products
Ability to allocate rights by role
HR system compatibility for automated hire/fireftséer/role or title change
notice
Detailed tracking of approval processes

Single Sign-On:
- Ability to integrate with different enterprise datery stores
Support for healthcare-specific applications
Support for industry standard biometric, proxinggrd, and other multi-
factor authentication products
Support for fast user switching at a local andmdin level

Password Management:
Support for different password policies betweenliappons
Support for self-service reset & password change
Support for auto-generation of secondary passwords

Context Management:
Ability to integrate with non CCOW-compliant apitons
Ability to integrate with third party IDM component

Based on the data gleaned from all of the planamtp this point, initial vendor
selection, proofs of concept and final vendor gedaovould follow. It is of the utmost
importance to stage proofs of concepts in lab emvirents that mirror production
environments as closely to 100% as is practicdl.major clinical, financial and office
production applications that have been identifie¢@ndidates for inclusion into the IDM
initiative need to be comprehensively tested andigd by the people that work on the
applications on a daily basis. Upon completiothefproofs of concept, a final vendor
candidate should be fairly evident.

Once you have identified the components neededparedl down the vendor list to your
final candidate(s), contract negotiations can fakee. Some facilities like to have an
experienced integration partner at the negotiatiabke alongside them to guide them
through the process; other facilities prefer todtarthis endeavor themselves. Either
way, it's nonetheless another important milestaméhe way to project completion.
Concurrently with these negotiations, your detaiteglementation strategy plan should
be starting to take shape as well. While thisytrsila discrete phase of the overall
project, it should be progressing parallel with #ittual negotiations, as you will want to
use the negotiations to influence to help steeatteal implementation plan as well as
the allocation of vendor-supplied attention andueses.
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Implementation
The implementation phase of a project of this @zzertainly more complex than simply
installing some software and calling it finishdéltoject management comes to the
forefront now, as there are numerous consideradodsproject threads that all need to
be tamed and directed properly. Besides the @s#toints covered previously,
additional jobs to be completed include:
- Designing an appropriate workflow process

Developing any customized wrappers or connectonstéoface with non-

standard applications

Directory services integration

Developing methodologies for pushing applicabldvgafe and agents out to

client devices

Final testing, validation and acceptance plans

Continuing live support after the go-live

What are the critical IDM success factors?

Clearly, the most important success factor witHaatje initiatives, IDM included, is to
accurately and correctly identify, communicate pltah accordingly to achieve the
correct goals for the right reasons. This is aqad@hed through comprehensive
interviews, meetings, and education seminars toensake that all sides of the initiative,
management, end users, and implementers are ele@ame page striving for the same
end result. Clear and open communication is thglsimost important factor in this
critical phase of the project, but one that ismi&essed too little.

Crafting appropriate testing, acceptance and depdoy plans is also of paramount
criticality. Identifying key IDM components, apgmoate vendors and product offerings,
and performing full compatibility testing with applicable applications and systems are
additional key factors that must be performed ailyen order to achieve success.
Planning considerations for phasing in the IDM comgnts appropriately with an aim to
achieve an initial positive ‘big bang’ impact torgar administrative and user acceptance
is also of the utmost importance.

It is additionally necessary to maintain a big-pietview of the initiative; as with nearly
any other large initiative, an IDM implementatioilwertainly have its rough spots. It

is key to remember that the end result is goingaty handsome dividends in some of the
most important areas of healthcare IT: it will makeirect positive impact upon patient
care, it will help ease the ‘electronic burden’qald upon clinical staff, and it will create
a direct positive impact upon the help desk andd® whole as support calls related to
password issues will decline markedly.

The real, tangible end results of a successfulcangprehensive IDM implementation
should read something like this:
Complete user provisioning can be accomplishedl@mgth of time that is a
fraction of the comparable process from the pre-18as (user provisioning)
Lower volume of password-related helpdesk callsglsi sign-on and
password management)
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Users that are no longer burdened with multiplelendial sets in order to
access multiple applications (single sign-on)

Users that can unlock and reset their own accafintsen needed (password
management)

Clinical users can save significant amounts of iprectime by leveraging
fast-user switching and context management funahioes (single sign-on
and context management)

Increased patient safety (maintaining patient odritetween applications)
Decommissioning of user accounts can be automatettié purpose of
enhancing security and for the reduction of IT dead

Regulatory compliance

Extrapolated a bit further, these benefits comerdtamtwo significant areas of impact
upon the healthcare facility: they can improvedhbelity and quantity of patient care and
they help keep the employees working efficiently.

Summary:

As the demands placed upon healthcare staff totafédy deal with increased patient
populations while still maintaining efficient, acete and timely delivery of service grow
continually, it is a critical need for many healihe facilities to integrate clinical,
financial and workflow solutions that allow fora¢er percentage of clinicians’ time to
be spent actually treating patients and not bedostdministrative tasks. An effective
and appropriate Identity Management solution isérative that can have the utmost
‘bang for the buck’ in today’s healthcare mark€élinicians save significant amounts of
time normally spent in front of a computing devim@ng entry or review and can harvest
this newly available time to devote more attentpatient care. Non-clinical users also
can leverage IDM to solve many of the ubiquitoud eostly password and account-
related issues that would normally require a @athe helpdesk to resolve. The
Information Technology Department makes out on @¥eonts. A decline of overall
help desk traffic will enable the staff to be moesponsive to the remainder of the calls
and tickets it receives. Furthermore, IT can tatteantage of IDM to streamline and
automate the user provisioning and decommissiopiagesses, adding extra levels of
security and end-user satisfaction to the facilitjjle at the same time freeing up
application specialists from having to manually through the account creation process
endlessly. And finally, IT can also leverage thbanced security and auditing
capabilities to ensure compliance with the stringealthcare information protection
regulations that are required today.

IDM is complex; it is complicated; it is difficutb implement correctly and effectively.

It can also produce a marked positive impact oh patient care and the financial
bottom line. It is a solution that is necessariiétp level out the direct clinician-patient-
interaction versus clinical-administrative-overheagiation in many of today’s
healthcare facilities. To create the proper exqteats and goals, to develop the correct
strategies for vendor selection and implementaton, to properly and appropriately
integrate and support an IDM solution requires a@eresive base of knowledge and
experience found in a technology provider such igalize Consulting Solutions. We
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know ldentity Management; we bring a vast amourftezlthcare-specific technology
consulting expertise to the table, and we can yelp facility craft a successful and
fruitful IDM integration solution.

If you would like more information on Identity Mag@ment and the services that

Vitalize Consulting Solutions, Inc. has to offele@se contact us at our Corporate Offices
610-444-1233 ovcs@getvitalized.comWe are also always available on our website
www.getvitalized.com

Use of this document and the contents are VCSléwatell Property and strictly for use
by Vitalize Consulting Solutions, Inc. clients. 8 onfidential 2008.
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